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INTRODUCTION

$ whoami

• Security Researcher @ Aikido Security

• Focus on malware and SCS vulnerability research

• Like to hack sh!t on my free time

@0x_rcss raphaelcssilvaaikido.dev
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LAST YEAR…
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LAST YEAR…
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WHY DEVELOPER ENVIRONMENTS MATTER

Trusted development 

tools bypass security 

controls

Single compromised 

plugin can impact 

ecosystem

Developers have high-

privilege system access

IDEs contain sensitive 

credentials and source 

code
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WHY VS CODE IS AN 
ATTACKER’S DREAM
• Massive reach (in ~75 % of developer desktops)

• Anyone can publish

• Auto-updates

• Trust signals are flimsy

• Full IDE privileges

• Forks like Cursor, Windsurf, Antigravity, etc. already 

make up 18–22% of market share.
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VS CODE EXTENSION 
ANATOMY
• Javascript Project

• Packaged as .vsix. A glorified ZIP that VS Code 

unpacks into the user profile

• Manifest-driven – package.json (name, publisher, 

version, scripts, dependencies, etc)

• Dependencies

• activationEvents (when does the extension run?)

• extensionPack, extensionDependencies
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SILENT TRIGGERS: ACTIVATIONEVENTS & SCRIPTS

• onStartupFinished

• onLanguage

• * – fires at every IDE launch

• …
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DEPENDENCIES (SCS 101)

• NPM

• GitHub

• URL

• Local

• …
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AN EXTENSION IS A LONG-LIVED PROCESS INSIDE 

YOUR EDITOR.
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THE MAGIC STRING
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WHAT IS PUBLISHER.EXTENSION REALLY?
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SAME STRING. DIFFERENT REGISTRY.
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SAME STRING. DIFFERENT REGISTRY.
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SAME STRING. DIFFERENT REGISTRY.
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PUBLISHING EXTENSIONS

• Create a GH account

• Create an Eclipse Account

• Link GH to Eclipse

• Create Open VSX account

• Connect with Eclipse

• Done!
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PREVIOUS WORK
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A FAMILIAR FACE?

Same primitive, aimed somewhere new. This time what gets confused is a publisher namespace.
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NAME-TAKEOVER, MEET DEPENDENCY CONFUSION.
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THE GENERAL ATTACK MODEL
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WHERE IDS TRAVEL 1/5
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WHERE IDS TRAVEL 2/5
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WHERE IDS TRAVEL 3/5
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WHERE IDS TRAVEL 4/5
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WHERE IDS TRAVEL 5/5
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EXTENSION CONFUSION RECAP
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FINDING CLAIMABLE IDS IN THE WILD
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RESULTS FROM SCANNING
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ENM - ETHICAL NON-MALWARE
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WHAT DID THE CALLBACKS LOOK LIKE?
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END RESULTS
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END RESULTS BY THE NUMBERS
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LAST YEAR…
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4 MONTHS LATER
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PEOPLE ARE CATCHING UP
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DISCLOSURE PROCESS - REPORTS

• Sensitive nature of the whole thing

• Sheer number of  cases to go through

• Novelty reports to most companies → Skepticism

You also have to deal with…

• Slow triage (influx of  slop reports)

• Disputes (LOTS of  re-explaining the issue)
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DISCLOSURE PROCESS – WHAT DID THE REPORTS 

LOOK LIKE?

• Intro to who I am and what I am researching (with explanation of  the issue in depth)

• What I observed/PoC (what triggered it, callbacks, important data points and attribution)

• Why I think this matters

• Different ways this can happen

• What I’m sharing

• Impact

• Remediation

• FAQ

• Attachments (example of  an extension + all relevant callbacks)
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DISCLOSURE PROCESS - RESPONSES
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DISCLOSURE PROCESS – HOW NOT TO RESPOND

Install Me Maybe - Raphael Silva - DEF CON 34 41



ETHICAL CONSIDERATIONS

• All extensions identified as research extensions

• Clear about what is being collected

• No harvesting of any excessive data

• Contact detail present on extensions

• Not able to receive commands after the fact

• Deletion of data after reports are done

• Responsible disclosure to all affected parties

• Drive changes to make community safer
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MITIGATIONS

• Implement an org-wide allowlist for approved editor extensions (per marketplace!)

• Block or restrict installation of unknown/unapproved extensions

• Disable automatic extension updates when possible

• Introduce a review/cooldown period before newly published extensions/versions are allowed to 

be installed, ideally 48h+

• Endpoint protection

• Review internal templates, devcontainers, bootstrap scripts, and onboarding docs so only 

approved extension identifiers are referenced
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WHAT NOW? GOOD OR BAD FIRST?

• Prevent publication of extensions that exist on the VSC Marketplace without verified ownership 

(Issue #12375)

• Extension names will be required to be unique across Open VSX, including across different 

namespaces
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OPEN VSX OWNERSHIP CHECKS

• Checks publisher namespaces against VS Code Marketplace

• Requires verified ownership for matching namespaces

• Quarantines unverified matches pending ownership review

See:

• https://github.com/EclipseFdn/open-vsx.org/issues/12375

• https://blogs.eclipse.org/post/brian-king/stronger-safety-nets-vs-code-marketplace-namespace-

matching-open-vsx
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